AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

National Indian Gaming Commission, Interior

media replacement, etc.). The informa-
tion recorded must be used when re-
viewing performance reports to ensure
that the maintenance or modifications
did not improperly affect the data in
the reports.

(6) Statistical reporting. (i) The bingo
sales, prize payouts, bingo win, and ac-
tual bingo win percentages must be re-
corded for:

(A) Each shift or session;

(B) Each day;

(C) Month-to-date; and

(D) Year-to-date or fiscal year-to-
date.

(ii) A monthly comparison for rea-
sonableness must be made of the
amount of bingo paper sold from the
bingo paper control log to the amount
of bingo paper sales revenue recog-
nized.

(iii) Management employees inde-
pendent of the bingo department must
review bingo statistical information on
at least a monthly basis.

(iv) Agents independent of the bingo
department must investigate any large
or unusual statistical fluctuations, as
defined by the gaming operation.

(v) Such investigations must be docu-
mented, maintained for inspection, and
provided to the tribal gaming regu-
latory authority upon request.

(vi) The actual bingo win percentages
used in the statistical reports should
not include operating expenses (e.g., a
percentage payment to administrators
of inter-tribal prize pools), promotional
prize payouts or bonus payouts not in-
cluded in the prize schedule.

(T) Progressive price pools. (i) A display
that shows the amount of the progres-
sive prize must be conspicuously dis-
played at or near the player inter-
face(s) to which the prize applies.

(ii) At least once each day, each gam-
ing operation must record the total
amount of each progressive prize pool
offered at the gaming operation on the
progressive log.

(iii) When a manual payment for a
progressive prize is made from a pro-
gressive prize pool, the amount must
be recorded on the progressive log.

(iv) Each gaming operation must
record, on the progressive log, the base
reset amount of each progressive prize
the gaming operation offers.

§543.16

(v) Procedures must be established
and implemented specific to the trans-
fer of progressive amounts in excess of
the base reset amount to other awards
or prizes. Such procedures may also in-
clude other methods of distribution
that accrue to the benefit of the gam-
ing public.

§§ 543.8-543.15 [Reserved]

§543.16 What are the minimum inter-
nal controls for information tech-
nology?

(a) Physical security measures re-
stricting access to agents, including
vendors, must exist over the servers,
including computer terminals, storage
media, software and data files to pre-
vent unauthorized access and loss of in-
tegrity of data and processing.

(b) Unauthorized individuals must be
precluded from having access to the se-
cured computer area(s).

(c) User controls. (1) Computer sys-
tems, including application software,
must be secured through the use of
passwords or other approved means.

(2) Procedures must be established
and implemented to ensure that man-
agement or independent agents assign
and control access to computer system
functions.

(3) Passwords must be controlled as
follows unless otherwise addressed in
the standards in this section.

(i) Each user must have his or her
own individual user identification and
password.

(ii) When an individual has multiple
user profiles, only one user profile per
application may be used at a time.

(iii) Passwords must be changed at
least quarterly with changes docu-
mented. Documentation is not required
if the system prompts users to change
passwords and then denies access if the
change is not completed.

(iv) The system must be updated to
change the status of terminated users
from active to inactive status within 72
hours of termination.

(v) At least quarterly, independent
agents must review user access records
for appropriate assignment of access
and to ensure that terminated users do
not have access to system functions.

(vi) Documentation of the quarterly
user access review must be maintained.
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